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This document was originally published in English by the United States’ Cybersecurity and
Infrastructure Security Agency (CISA), National Security Agency (NSA), Federal Bureau of
Investigation (FBI), Australian Signals Directorate’s (ASD’s) Australian Cyber Security
Centre (ACSC), Canadian Centre for Cyber Security (CCCS), and New Zealand’s National
Cyber Security Centre (NCSC-NZ). It has been translated by a third party and neither
CISA, NSA, FBI, ASD, CCCS, NCSC-NZ, nor the U.S. Department of Homeland Security
have reviewed the translation. Neither CISA, NSA, FBI, ASD, CCCS, NCSC-NZ, nor DHS
are responsible for any errors or omissions relating to this translation. CISA, NSA, FBI,
ASD, CCCS, NCSC-NZ have granted permission to ICT-ISAC to use logos and related
properties only in a translation which represents a faithful reproduction of the original, and
for no other purpose. All other rights reserved. You can find the original English version of
this document at CISA.gov.
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Introduction, I L&

The Cybersecurity and Infrastructure Security Agency (CISA), National Security Agency (NSA),
Federal Bureau of Investigation (FBI), Australian Signals Directorate’s (ASD’s) Australian Cyber
Security Centre (ACSC), Canadian Centre for Cyber Security (CCCS), and New Zealand’s
National Cyber Security Centre (NCSC-NZ) warn that People’s Republic of China (PRC)-affiliated
threat actors compromised networks of major global telecommunications providers to conduct a
broad and significant cyber espionage campaign. The authoring agencies are releasing this guide
to highlight this threat and provide network engineers and defenders of communications
infrastructure with best practices to strengthen their visibility and harden their network devices
against successful exploitation carried out by PRC-affiliated and other malicious cyber actors.
Although tailored to network defenders and engineers of communications infrastructure, this guide
may also apply to organizations with on-premises enterprise equipment. The authoring agencies
encourage telecommunications and other critical infrastructure organizations to apply the best
practices in this guide.

HAN—tEFxa2UTa - AVTSASIFvEFXTa2UT 4T (CISA) . ERLZLFER (NSA
)« EHEEER (FB)  A—XA S UT7BEEFEEFHE (ASD) O #A—X S UT7HAN—tF2
JFot>&— (ACSC) . hFH &1 N—tFxa)Fqst>4— (CCCS) . —a—L—5YR
ERYIN—tFa)Fost>4— (NCSC-NZ) i&. FEARHEME (PRC) BEDER T~
=, HROEERBEEEEEDRY N T —VZEBEL. LENDEARLGHT A /N —RiREE#H %
BRALEEEBELTWS, AHIEVRIE. COBREAMIDEHIC. BEAIVTTDXRY
D —OBMES LKUHEEICT L. aIflEORLEE Ry FT—I#EBROBRELRERD. hEA
EHME (PRC) BAEHS LUV EDOMDEEH DI YA N—T I X—ICLZBEERSCIZHDARI
TS5OF 4 A%BBWHITBDICER LTz AHAH Y XL BEA VTS OHHES K UOEME
EFERBMRELTVWERD, AVTLIRBOLERY FO— IR EE T 2EBICHEATEET
H3. NEKBIL. BEBEESIVETOMOEE, V7 FHEBICHL. KACX Y IADARZR
TS50 T4 A2 BRI EHET S,

As of this release date, identified exploitations or compromises associated with these threat actors’
activity align with existing weaknesses associated with victim infrastructure; no novel activity has
been observed. Patching vulnerable devices and services, as well as generally securing
environments, will reduce opportunities for intrusion and mitigate the actors’ activity.

KAAHZZD) ) —AFR/ICEVWT. CNSDBET 72 —DEFICEEL TRESNIER
PRER. HEEL B TEBOI TS XS I FvICRET 2BROMEEICERL TS
D FBRFEBIFEBINTUVERL, MBFEETNAIXT—EIAND/NY FEA. LVRES
FEOEFaUTo58ICED. RAOEEZRS L. BRT7 7 X—DEBIFHITE 3,
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Strengthening Visibility,/ FT8 4% @ _E

In the context of this guide, visibility refers to organizations’ abilities to monitor, detect, and
understand activity within their networks. High visibility means having detailed insight into network
traffic, user activity, and data flow, allowing network defenders to quickly identify threats,
anomalous behavior, and vulnerabilities. Visibility is critical for network engineers and defenders,
particularly when identifying and responding to incidents.

AKAA AV RCEWT, AR L. BEIRy FO—TORDEHZER L. L. £L TR
RS BEEN%EIRT,

SUWAREMCE. Ry D=0 ST 0w o, A—HF—E8). LU T—2T7O—ICEY SFM
WEAREBLTVLWARKRETHD., CNICEDRy NDO—JFEEIE. BR. BEELEE. LU
fesstt 2 AERICKHETET B EEKRT %o

BIRMEIE. Ry T —ORMBEBEHHEICE o T BICA 2TV FOBEERBICEWVWTERSD
TEETH 5,

FRER

KAHAZ Y ZTED EIFTVWBAIEER L ERFEIDRA > b
(1) TNAR BTy DTN REE-SWMSN BTN H B

o BREBRII—TEELTWVWREIADSRETNAIRICEETZ . TNTRBEE. £
DIERICHITHEETETI3H—DBHWRRELE L TH/>TEHE S5V, (P.6)

o HBTNARDVEEINTEBOEEHE (STIIL—TAXAVK) ZHL<T-H. OOBEERR Y
FO—ORTOT/NA ABDEAR (BEE) OBEEBEGZHFILAEVW . (P.10)

o HCOEHAIBETIIHL . PKI (NFHEH#EER) I(CEDOKIBHERFERITZ L. (P.14)

(2) %y b=V BEREBHZVEINA T vy I ENBAREENDH S

o BIEARY NI—ZICIE. BHOT—270—FHxy D=2 I3YBNICHEE SN, 7T
EAJ N> K (O0B) EEBE®RY FI—0%FHIRETH S, (P.10)

o EEIITREARDRARIC. TVRY—IYRTHESILERETZIZE, (P12)

e SNMPZHAT 35EIE. B EFREZRATSNMPV3DAHZFIFETE L. (P.13)

o BEILEHZETLIZSSHN—3200A%FHET S8, (P14)
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Monitoring " €=& 1) >4
Network Engineers /% v k07— &t

e Closely scrutinize and investigate any configuration modifications or alterations to network
devices such as switches, routers, and firewalls outside of the change management process.
Implement comprehensive alerting mechanisms to detect unauthorized changes to the
network, including unusual route updates, enabled weak protocols, and configuration changes
(i.e., changes to users and Access Control Lists [ACLSs]).

o XY hRT—UKER (RAVF. IN—F— T7ATU+—IILRY) IINTZ. EEEETSO
CAANTOBREERELEIF. BRBIHEEL. AREITBZI L. £ EBRLRRER. M5
270 JNOBEME. BLIUOBHREE (A—F P77 XF#E) X [ACL] DEER
) 280 XY FIT—IANDREREEZRE T 2/-HDAENLT 5 — bEEZEAT
dC o

o Store configurations centrally and push to devices. Do not allow devices to be the
trusted source of truth for their configuration. Monitor configuration and, if feasible, test
and override on a frequent basis.

o WHFRERBRIEI—TEELTWVWRLIANSETNARICEET S, T/N1RE
Kz, TOBRICE T2 EETETIH—DBRIRLE L TR TR B 5BV BHERE

BEfRL. A THNIEHRICT A b ZzE kL. REF/RZz LEET (@BHER) 35
C&o

fren (FAsE

v hI—OEMECIE
2w hD—UDEKET. FEE, HIFEIEREYNTE, XAAMFXVRICHITRERKRE)II. X2
D71 BNz EBERNBR Y FTD—IBEPREICEE LIAT Z &,

v b —THEE I
tFXaUT BB, BREER. 120272 MR ZEEET %, KAAH Y RIEITEERKE
3. AIRMEZFALTERZREL. FALT S L,
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Implement a strong network flow monitoring solution. This solution should allow for network
flow data exporters and the associated collectors to be strategically centered around key
ingress and egress locations that provide visibility into inter-customer traffic.

OBy b= 70-8HY )a—>3 > E28ATEIL, COV)a— 32Tl
FY bT—=070-T—RDIYV AR— MERZRDOKERL. TNICBhET BINEKZ. E
EEDLS T4 v Izt TEREERAOS LTHEAOMIUCHENICERE T 20BN H
Do

e (BERW)

Y bT—=070-T—RDIY AR— FEEROEBENLGEMICEAT 25EER

Cisco NetFlowd> 7«4 F¥al—> 3>
https://www.cisco.com/c/dam/global/ja_jp/td/docs/security/stealthwatch/netflow/Cisco NetFlow

Configuration.pdf

If feasible, limit exposure of management traffic to the Internet. Only allow management via a
limited and enforced network path, ideally only directly from dedicated administrative
workstations.

ARETHNE. BELSI Ty (Ry bT—UKEBOT—N\OHRTE - BERGCEEITOIE
) A2 —2y MITEINBVKSICHIBRT 2 Z &, BIEEZEIL. 58FIRNICHIPR L 7=
2y hD—UORBROAHAZBLCTHI L. BENICIZEET—IX7—>3 > (DAWS:
Dedicated Administrative Workstations) 15 DEEEFDHIRET 3 Lo

Monitor user and service account logins for anomalies that could indicate potential malicious
activity. Validate all accounts and disable inactive accounts to reduce the attack surface.
Monitor logins occurring internally and externally from the management environment.
A—HY—=THIVEELUVT—EXTHIV N (BET7HOVN) o001 >%z8HR1LL. B
ENLBED LD EEZTRIEEDNRVWHZHERE T, 7RV IY—TJ I AZRS T
B, INTOT7AY > b (EHANIC) BEEL. T IT o TBRT AT Y MSEMICT S
o BEEAKBEOREE SUNEOMANSDOT 1V ZHEH/TRETB I,

Implement secure, centralized logging with the ability to analyze and correlate large amounts
of data from different sources. Encrypt any logging traffic destined for a remote destination via
IPsec, TLS, or any other available encrypted transport options. Additionally, store copies of
logs off-site to ensure they cannot be modified or deleted. Enable logging and auditing on
devices and ensure logs can be offloaded from the device.
ZETHRENEOOF VI ZEAL. BRDYV—IADSDRKEDT — Xz - 1BEEREN
TEBLIICTBL, VE—MXEEINZOF VT T T 1 v PId IPsec. TLS. F7zld
ZDDF ARG ES{tINEREXA > a2 FRALTEBSETd K, oI, O
HRETAFLIFEHRINGZVWELS, OJ0a—%2F %1~ BIHlR) ICRET S,
TNAZALETOOF VT CEBREZBMCL. OB TNA AW SHEERICATEXTE D
KDICERET D Lo
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o If possible, implement a Security Information and Event Management (SIEM) tool to
analyze and correlate logs and alerts from the routers for rapid identification of security
incidents.

o HRETHNI. IL—E—D50OJ 75— bznih - HEEHL. EF*aUTco
DOTF Y M ERRICEET 7. SIEM (Security Information and Event
Management) YV —ILZEAT 3 &,

o Ensure logging takes place at all levels of the environment, network operating system,
application, and software levels, as it pertains to network devices.

o RYMIT=UFNARADZITRTDOLARIILTOF VY IHERICITONDLSICT
B8, OFVITOXRICIE. RBLME. XYy b IT—IARL =T VTP RT L
TFIVT—=3v BLUOVYIT U THEENS,

o Establish a baseline of normal network behavior and define rules on security
appliances to alert on abnormal behavior.

o Y hI—UDEBGIRDEL BIF) OR—XFAV=ZHIL. BERIRZEVE
BRHLTT7o—bE2HETZODIL—ILEZSEIMEDLF 2 )T 7 TSAT7VRICE
& (BE) 952

s (BERW)

ARY FOJ OBIRWICET 25Z &K

ARY FNOTEBRBENDARI NS0T 4 R
https://www.cyber.go.jp/pdf/policy/kokusai/Provisional Translation JP ASD LOTL Guidance.p
df

Ensure the inventory of devices and firmware in the environment are up to date to enable
effective visibility and monitoring.

TNAREELV T 7—L7TT7DAIRY FDRBICRFTDIRETH S e ZzMHEL. Ch
ICE DRI BAIRMEERZRTT S o
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Network Defenders,” =% v k7 — 2 B51EE

e Implement a monitoring and network management capability that, at a minimum, enforces
configuration management, automates routine administrative functions, and alerts on changes
detected within the environment, such as connections and user and account activity.

o RER. BHEEZRMEL. EENGEERFZEIMELI B DI #EivI—F— 7
ATY hOFESHEE. RIERNTRESNIZEBICRL T S— b Z2RIBIERELURY b
TU—UEEKREZEAT B

o

Establish understanding of the architecture of infrastructure and production enclaves,
as well as where the two environments meet or are segregated. Map and understand
boundary and ingress/egress points of the network management enclave.

AT IRV FvRBEEAEZERXE (production enclaves) D7 —FTIF v %
BRFEICHEEEL. CNOZDDORIENEES T IIABE SN TV EMZERREICTSC
o Flow Ry b —UEEAKXE (network management enclave) DIER & A/
HOCZzZxRSF. BBEICLTEC .

Understand which assets should be forward facing and remove those that should not
be forward facing. Closely monitor all devices that accept external connections from
outside the corporate network and investigate any configurations that do not comply
with known good configurations, such as open ports, services, or unexpected Generic
Routing Encapsulation (GRE) or IPsec tunnel usage. Threat actors have been
observed taking advantage of external-facing vulnerable services and features;
therefore, proper visibility of network and security operations is vital.
EDEELPNEBICABRIAREIHLD (forward facing) THH. EDEEHNES THLD
ZHAREIC L. FELRFHCIRIEERRATSZ I, iRy bT—29D 5 D5 ERE
MEZITANDZIRTOTNA RZERICERL. F—FVR— k. H—EX. FH
B ¥HGRE (Generic Routing Encapsulation) *°1Psec b > %L DFERLRE. EIXRIDEY]
BEREICELLBWVEBED VWD ZRELIBET 5 &, WBENNIICHE L 72HETS
BY—EXPKEZERALTLWBREANESRINTUVWE O, Ry FT—08LUE
Fal) T ERICHITZEYAREOEFRNRAIRTSH S,

(B

GRE (Generic Routing Encapsulation)
Ciscon’fF L. RFC278412 X TEE kSN b x ) > 7O MOl

o

@)

If appropriate, implement a packet capture capability as part of the broader visibility
effort for the enterprise. Determine capture location(s) and retention policies based on
organizational demands.
HE2AEORIFEEm EO—RE LT, BEICIGCTNT Y bF v TF vz RET
228 FYTFYvORUSERET —ROFRERY > —3. HBBOEGICEDVTR
ELTHLLZ L,
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Hardening Systems and Devices,”
SRATLETINA ADERFEL,

Hardening device and network architecture is a defense-in-depth strategy. Reducing vulnerabilities,
improving secure configuration habits, and following best practices limit potential entry points for
PRC-affiliated and other cyber threats.

TNAREELUVORY N T—0T7—F 70 F v DBFEII. ZERE (Defense-in-Depth) DO
EDTHD. eI ZRS L. REBEBHMHIFOEEZREL. RAMTZ VT RURS L
T, RFEARHEME (PRC) BES LUV ZDMDY 1 N—BRICK T 2BIENRBARE % HIR
TR TR H D,

Protocols and Management Processes,”
ORI CEETOER

Network Engineers,/” 2w k7 — I #ifi&

e Use an out-of-band management network that is physically separate from the operational data
flow network. Ensure that management of network infrastructure devices can only come from
the out-of-band management network. In addition, confirm that the out-of-band management
network does not allow lateral management connections between devices to prevent lateral
movement in the case that one device becomes compromised. Ensure device management is
physically isolated from the customer and production networks. When properly implemented,
out-of-band management can mitigate many threat actor tactics, techniques, and procedures
(TTPs).

o TBIERAXRY FI—VIIE. ERDT—4270—Bxy b= I3YEBENICOB SN, 7
JhATNVE (O0B) BEAXRY NT—JZFBINREITHS. XY T—0142T5D
TN AEE’IE. COOOBEEARY NI —UDLDAHARITTETEILIICHET DL, &
BIC. HBITNARADBESNT-BOEER (ST7IIILL—TX>E) Z<7H. OOBE
BRAXRY hT—JRTOT N AEO#EAE (E) OBEEHKZHFILBEVI L, TNAT
ADEEIF. BERARY T —0BLUARERRY b —IDh SENICERES N TWVS C
EZHEEICT D, OOBEEMBEYNICEEINTVNE. BET I X—DOTTP (Hiffr. i
FlE) OZL Z8BHT 5 EHAIREC BB

@ (B

7O RATNYE (OOB) EIE out-of-band management
H—N—Pxy hT—IR%. BEOT —XBERRLIINOERARKZFE->TEEITSIF
=

1 > /\> REE in-band management
H—N—PRy rT—IR%z. BEOT—XBERERCAELCRKZFE->TEETIFE
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Implement a strict, default-deny ACL strategy to control inbound and egressing traffic. Ensure
all denied traffic is logged. For maximum depth, implement on separate devices from those
implementing other security controls.

MABLUORETE ST v o ZFIHTEIHIC. 77 )L MEE (default-deny) % [REI
ETBBIERACL (PO EIHEHE) X ) BERETEZ L, RSN S Trv D

¥ EOIRTZHERICOJELTERI B, BHHOZEUZRAILTSBH. CD
ACLEEIE. fDEF 2V T HEZREL TWVWB TN RLIFRDT/NA A TRET S
EDNEFRL L,

Employ strong network segmentation via the use of router ACLs, stateful packet inspection,
firewall capabilities, and demilitarized zone (DMZ) constructs. Separation via virtual local area
networks (VLANs) and, if possible, private VLANs (PVLAN) will provide additional granular
logical separation. This should be done as part of a broader defense-in-depth approach that
protects and isolates different device groups.

BERRY FT—0EIAYT—=23Y (XY bT—U508) ZREITBZH. IL—2—0D
ACL. ZT—FTINTY A YART L 3> T7AT7 T +—ILiEE. $LUDMZ GER
LEHE) OBEEZEMR TSI L. VLAN. £ L THRETHIUIPVLAN (F5 1 X— FVLAN)
ZFATBEET. &DETHMHLHRIEBNRERHZEIRTET 5, COVLANICK 2 70BERIZ. T
NARTN—TDIRFELIRHEZBENE Lic. LELAZEREHY 7O0-FO—RELTEMRT
NETH %o

o Place externally facing services, such as Domain Name System (DNS), web servers,
and mail servers, in a DMZ to provide segmentation from the internal LAN and
backend resources.

o DNS. Webt—/N\—, X—)LH—N—REDNFLRY —EXid. DMZ (FEEZEH
) LICEEEBL. AELANPNY VIV RYY =W 508 T 3,

o Additionally, as a general strategy, put devices with similar purposes in the same

VLAN.
o Ffeo —MRHGHEERL LT, BUULABENZH DT /N1 XIFA CVLANEICEEE T A
ETTHBo

o For example, place all user workstations from a certain team in one VLAN, while
putting another team with different functions in a separate VLAN.

o FIZIE. FEDF—LDITARTOI—H—T7—UX7—> 3 VIF—DDVLANLIZHER
BL. BENELRZFDOF—LICIFRIDOVLANZEIDH TS Z &,

o Do not manage devices from the internet. Only allow device management from trusted
devices on trusted networks. Use dedicated administrative workstations (DAWS)
connected to dedicated management zones.

o TNARADEEBZAVH—3y MEHTERL TIHSHEWV, TN\ XEEIZ. B8
TEBZRYRIT— U LDFERTEEZITNARDSODAHHATEI_ L, CDIH. BEA
DEEXE (dedicated management zones) |CEFSNI-EBOEET—U X T7—
< 3> (DAWSs: Dedicated Administrative Workstations) =BT % Z &,
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e Harden and secure virtual private network (VPN) gateways by limiting external exposure, if
possible, and limiting the port exposure to what is minimally required (for example udp/500,
udp/4500 and protocol type 50 (ESP)). Ensure all VPNs are configured to only use strong
cryptography for key exchange, authentication, and encryption.[1]

o VPNT7—hrUTAZBRE{L. RETD L, AIgETHNIE. VPNT — b 1 DHEEAD
REZHRL. BARY 3K— bDYBER/NR (I : UDP/500. UDP/4500. O kLR
50 (ESP) ) ICDIAL T o TARTOVPND, B FREE. B LUBESLICRNIBES
AROAZFERATEILSICERTNTVWEI L ZRER TS L [

o Disable unused VPN features and cryptographic algorithms to prevent exploitable
weaknesses.

o ERTEERMEMEM SO, READOVPNEES LUBEST7ILIU X LIFEMICT
D&,

e Ensure that traffic is end-to-end encrypted to the maximum extent possible.
o BEIFAREAGENFRARIC. TVRY—IVFTESCLZHMET S L,

FBREH

EStERET S DFICIF. RICSTRIT LS BEROBEARHEZEZ 5N,
PKIOEREERH IREE S N D RIREMEA DX ER
e mMTLS (ABETLSER:E)
BT A 2FMTILS YO ML 2FE> THEICERILES
o FREIEFABEZEDEEL

A — N — A DIEEHLE
e SSHY—/N\—BORIE

e As a management policy, control access to device Virtual Teletype (VTY) lines with an ACL to
restrict inbound lateral movement connections.

o BEAHLLT. TNARDEBTLEAT (VTY) BHEADT I XZACLTHIEIL.
NIV E (RAET) OEERERZFIRYT 3 .

o Additionally, disable outbound connections to mitigate against lateral movement.
Monitor for changes as adversaries can modify this configuration on compromised
devices to allow outbound connections.

o miT\(W%%E&é)ﬁ%ﬁ%ﬁﬁ?ét@\TWFvaﬁ(%ﬁﬁ@)%ﬁ
BNCTEDI L, WBEBRIRELLETNAZAETTZOMNT YR (AEITD) #Ht
REZEZE L. Az 2D H D7D, AREDEEIFBEHRNRE

?5 o

frEn (FAsE

RETFLEALT (VTY)
FYRT—=OFNAR (JL—F—RXAvF) TERAINZIHEAN VX—T 1 —AD—F&,
sshirE. v FD—IBBTTNARICVE—F7IERL. ARSIV A1 IR —
7x—2X (CLI) %iRETD7=-DICERT 3,
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https://media.defense.gov/2022/Jun/15/2003018261/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDE_20220615.PDF

e Ensure all authentication, authorization, and accounting (AAA) logging is securely sent to a
centralized logging server with modern confidentiality, integrity, and authentication (CIA)
protections.

o AAA (FREE. FBA. THDU YT« >Y) ICEATBIRTOOVIF. RFDCIA (BEM. T2
M. aTAY) REZRBEACPRENEOOF VI H—N—ICREIIEEFEIND L SICH
B9 3 &

[3F] FRXIC | confidentiality, integrity, and authentication (CIA) & TN TW3SH. XARK D
authentication | availability T3 % £ #8%E L TEIZRL TL\ 3,

e |[f using Simple Network Management Protocol (SNMP), ensure only SNMP v3 with encryption
and authentication is used, along with ACL protections against unnecessary public exposure.
Ensure configuration with the most secure cryptographic options supported by the hardware.

o SNMPZH AT 3HEIF. BELLEEIZEATSNMPV3DAZFIATE ., £ic. FER
NBRFEZBCTe®IC. ACLICK B 7 7t XMz BRI 3 Lo RERICIE. N—FRUx
THYR— b TEI3RDREVIEEF T a>ZHAVTSNMPIC L 25ERZEBR T2 Lz
KEY %o

SNMPV2NV3DFIBICDWVWTIE. BAET. XOLSBEHRNMEFEIN TS,

e SNMPv2 Ot F a1 l) 7+ FE#t & fEHLN%E L SNMPv3
https://www.si1230.com/computer/%E7%9B%A3%E8%A6%96/snmpv2-security-and-unused-s

nmpv3/
e SNMP /N—23>:V1. V2. £HIEV3—Ry D=0 X2 T4 ICRERDIFENTT
2

https://www.logicmonitor.jp/blog/whats-with-the-different-snmp-versions-s1-v2c¢c-v3
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https://www.si1230.com/computer/%E7%9B%A3%E8%A6%96/snmpv2-security-and-unused-snmpv3/
https://www.si1230.com/computer/%E7%9B%A3%E8%A6%96/snmpv2-security-and-unused-snmpv3/
https://www.logicmonitor.jp/blog/whats-with-the-different-snmp-versions-s1-v2c-v3

Disable all unnecessary discovery protocols, such as Cisco Discovery Protocol (CDP) or Link
Layer Discovery Protocol (LLDP). If they are required, only enable on the necessary
interfaces.

Cisco Discovery Protocol (CDP) % Link Layer Discovery Protocol (LLDP) 72 &\ RERT 1 X
AND=ORJVEITRTENICTE . B LABIRERIZEIE. BERT VX —
TJI—XETOHEMELTZ L,

Ensure Transport Layer Security (TLS) v1.3 is used on any TLS-capable protocols to secure
data in transit over a network.[2] Ensure TLS is configured to only use strong cryptographic
cipher suites.[3]

FYy hT—=ULTEHEIND T —XZREI B TLSHIGTO b DILICEWVWTIE. 7
TLSVI3ZFIAI B [2l, TDE. SBABESILAM—~DHZERATEHLSRET S C
& [3

o Use Public Key Infrastructure (PKIl)-based certificates instead of self-signed
certificates.

o HEERIAAETIIHRL. PKI (RFERER) ICED(EAREZFEAT S &,

Implement a robust process to renew certificates before they expire.
FERRENBMERYINE B2 FIICEFH T 37D, BEL (¥7) FIEZERETSZC
o

R (BERER)

TLSDEF a2 ) 7« REICEHT 32E2E1BR

SSL Server Test (Powered by Qualys SSL Labs)
https://www.ssllabs.com/ssltest/

TLSESREHT RS1 Y BB T T THA bD=HIC (FBESERENER)
https://www.ipa.go.jp/security/crypto/guideline/ssl_crypt_config.html

Disable Internet Protocol (IP) source routing.
IPY —XI—F« 2 JI3EMICT B o

Disable Secure Shell (SSH) version 1. Ensure only SSH version 2.0 is used with the following
cryptographic considerations.[2] For more information on acceptable algorithms, see NSA’s
Network Infrastructure Security Guide.

SSHN—=2 3 MIFEMICL. U TORESIEEGZETLISSHN—2 322004 % ERAT
3 [2 ABRINBZEST7ILIU ALICEET 265MIF. NSADZRY FT—UA4 VTSR
S OFvEFa)T 4 HA FEZBRODIE,

Configure with minimally a 3072-bit RSA key.
BENRETH. 3072E Y FDORSARZHRET S C Lo

Configure with minimally a 4096 Diffie-Hellman key size (group 16).
BY 1 IHRETH. 4096E v ~ DDiffie-Hellmani (J'/)L—716) #RET S
o
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https://www.cyber.gc.ca/en/guidance/guidance-securely-configuring-network-protocols-itsp40062
https://www.cnss.gov/CNSS/issuances/Policies.cfm
https://www.cyber.gc.ca/en/guidance/guidance-securely-configuring-network-protocols-itsp40062
https://www.cnss.gov/CNSS/issuances/Policies.cfm
https://www.ssllabs.com/ssltest/
https://www.ipa.go.jp/security/crypto/guideline/ssl_crypt_config.html
https://www.cyber.gc.ca/en/guidance/guidance-securely-configuring-network-protocols-itsp40062
https://media.defense.gov/2022/Jun/15/2003018261/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDE_20220615.PDF
https://media.defense.gov/2022/Jun/15/2003018261/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDE_20220615.PDF
https://www.cyber.gc.ca/en/guidance/guidance-securely-configuring-network-protocols-itsp40062
https://media.defense.gov/2022/Jun/15/2003018261/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDE_20220615.PDF
https://media.defense.gov/2022/Jun/15/2003018261/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDE_20220615.PDF

When possible, apply secure authentication to protocols and services which allow it, such as
Network Time Protocol (NTP), Terminal Access Controller Access-Control System
(TACACS+), Open Shortest Path First (OSPF), Border Gateway Protocol (BGP), and Hot
Standby Router Protocol (HSRP). Similarly, disable any unauthenticated management
protocols or functions, such as Cisco Smart Install.

A[RETHNIE. NTP. TACACS+. OSPF. BGP. HSRP#A Y., FRiIMeEx B 5701l

PH—EXIZIF. BEBERAHEZHERT S, BFkIC. Cisco Smart Installd &K 512, 58

BB LBRVWERTO N JLCHEEEIFEMNICT S C .

Use secure cryptographic building blocks when building VPNs such as [3]:
VPNZEIBET 3RIF. 3] ICBIFENTVWB LS HELREBESEMER (cryptographic
building blocks) ZfFHAT 3 Z &,

O

Key Exchange:

B
m Diffie-Hellman Group 15 with 3072-bit Modular Exponential (MODP)
m Diffie-Hellman Group 16 with 4096-bit Modular Exponential (MODP)
m Diffie-Hellman Group 20 with 384-bit Elliptic Curve Group (ECP)

o Encryption: AES-256

o BES1L : AES-256

O

(]

o

Hashing: SHA-384 or SHA-512
Nvwra  SHA-384 X 7zld. SHA-512

Ensure that no default passwords are used.
T7AIWEDNRT—RIE—YIERBLEREVC Ko

Change all default passwords on first use.

IRTDT 7 AN SN T—RIZVIEFRBEICEET S,

Ensure no passwords are reset back to the default.

INZAT—=RD)Ey FRIC. TIAIEMNRAT—RICESBWVWC 2RI B o

o O O O
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https://www.cnss.gov/CNSS/issuances/Policies.cfm
https://www.cnss.gov/CNSS/issuances/Policies.cfm

e Confirm the integrity of the software image in use by using a trusted hashing calculation utility,
if available.

o HAEETHNIF. BRTETBZN\YI adtBI-—TrUTrZzERAL. ERAIZYV IV TT7A
A= DEEMZHRT B,

@)

o

If a utility is unavailable, calculate a hash of the software image on a trusted
administration workstation and compare against the vendor’s published hashes on an
authenticated site as a trusted source of truth. This may require engaging the device’s
maintenance contract to access source of truth hash values. For additional security,
copy the image to a forensic workstation and calculate the hash value to compare
against the vendor’s published hashes.
BRETEZNYYastBOI—To VT« P FIATERVEE, BETI2EET—
JRT—=2aV LT VIRIITAA=CDNy > 2fE%ZFAEL. SBEEEADYT A
FTREATNTVWBARY A —D/N\y > afE (ERTEIZBERER CHRIBZIE, B
WREBRBNY D ABICT 7R TB7DICIF. HET N RORFEODBEL &
BENHD. SOBZEFaAVTABIEDTOH. VIMIITAX=2%2T LY
SyORT—OZT—avIlaE—L. Ny afEEHELT. ROA—FEL
teBe 2 ebiERI NS,

@ (BE

BERY—ORT—3aY
oy hT— BB —N—BEDEENRY AT LZREN DFEETE B HETERE - |/E
TRHOERDIYE1—4

K3

T7A4LYOYyIRT—OXAT—23 Y
BAN—ADIT Y MREKRPET 2 ) T BBDRDIC. TOXILGERZINE - DT 37
BHICARINI.. BERRE - ReEMEZHOEROIYE1—%
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Network Defenders,” =% v k7 — 2 B51EE

e Disable any unnecessary, unused, exploitable, or plaintext services and protocols, such as
Telnet, File Transfer Protocol (FTP), Trivial FTP (TFTP), SSH v1, Hypertext Transfer Protocol
(HTTP) servers, and SNMP v1/v2c. Ensure any required internet-exposed services are
adequately protected by ACLs and are fully patched.

e Telnet. FTP. TFTP (Trivial FTP) . SSHv1. HTTPH#—/\—, SNMP viN2c78 . RE, X
A, ERATRE. HIIVEEX BEStEIhTLAY) THAIh Y —EX»FOMOlL
& TRTEMITEIE, 1 VF—FY MIRHAINZHBERINBOH —E XIZDWVWT
I&. ACLICK o T7 U RFIHZENICITL. BERNY FHARSICERATNTWS L%z
i SRR

e Conduct port-scanning and scanning of known internet-facing infrastructure to ensure no
additional services are accessible across the network or from the internet. Remove
unnecessary internet-facing infrastructure, monitor necessary internet-facing infrastructure,
and continuously validate the architecture.

o AUA—Y MIBEHRINTLWBIRGFA VT IICDOVTIE. R—rXFvELURY I
D—ORF v o2RMEL. 2v bT—02F B2 E2—y bDSFHET7IER
TEBIT—EINBFEELABVCCZERT D L. ABRBAVEZ—3y bREAA VT S35
PRL. BELBRAA VT IIBERLDD. 7—F T F v OHZ UM EMGTINICRE T 5 C
o

o Routers with an active shell environment—even if they have not been tampered with—
have significantly more listeners running at the operating system (OS) level compared
to the software level.

o 91»%F%ﬁﬁwbt» &—m\ttiﬁﬁhﬁﬁbnfu@u%QT%\V7
b7 LRNILOEEBERENRFHT 3RENBFERITR— FEKN\?Nb T
VIO RT LB TEMIC 57@(0) JRFT— (F—ERFEZFVT Y k- R—F) HE&
BLTWARZCICBEIRETH S,

Network defenders and network engineers should ensure close collaboration and open
communication to accomplish the following:

Xy hI—UREEE Ry b= FEMEIZ. UTOBIEZZERT D-HIC. BiELEEE A —
TURAZT 2= —2aVEERIRETTH 5.

e Ensure all networking configurations are stored, tracked, and regularly audited for compliance
with security policies and best practices.

o TXaUTARII—BLURINTZIT 4 ANDEIIRRZHERTESEELD. INTD
v b —OBRIERIMRE. BIfSN. EHNICEETEIREBICHB L.
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o Whenever networking configurations are transmitted for storage, tracking, and
troubleshooting, confirm that they are sent using encrypted protocols. Additionally, be
sure they are not attached to plaintext emails or sent via FTP or TFTP.

o Ry hI—UBRIBREZHRE. B FLE STV a—FTa 0 IDDICEET
BRIE. BIESHETORINZRETEI L. Floo ENOSZEXD X —ILICHT
L7cD. FTPPTFTPEAHTYOERD LIEO LBV L ZHET 3 C Lo

Monitor for vendor end-of-life (EOL) announcements for hardware devices, operating system
versions, and software, and upgrade as soon as possible.

N=RIx7, 0S8 (DN—=23Y)  VI+LIITICETEIRYA—DHR— MET (EOL
) OREREMWGHISFR L. AIRBRDFICLNCT v TITL— R (Ffidk. T/ XEH)
ZRMEIT B o

Implement a change management system that anticipates both routine and emergency
patching. Continuously monitor for vendor vulnerability and patch announcements and ensure
patches are applied in a timely manner. Ensure use of vendor recommended version of the
operating system for the features and capabilities required.

EHNRVRIZEIT BNy FEAICHIGTEREEEE AT LZEATEI L. NV
A=l & BHEHEME LU/ Yy FREOERZMERISTER L. BYRZAI VI TNYFH
BRTESRHIZHRTZ L. BERINSMAEECMREE/ITLDIC. XA —DHEY
B0SDN—2a>aFERTH L.

o Test and validate patches as part of the change and patch management processes.
o ZEEEESSLUNYFEREEO/OLRO—RELT. NyFOTRX M EIEEEE
Y3

As part of a broader password policy, store passwords with secure hashing algorithms.
BENBRNRAT—RRIS—D—Ee LT NAT—REREeA/N\y>a7I)L3) A L%z
WTRET B o

o Passwords should meet complexity requirements and should be stored using one-way
hashing algorithms or, if available, unique keys. Follow_National Institute of Standards
and Technologies guidelines when creating password policies.

o NAT—FREALDISKTHOEBMECDEHZR/IVENHD. —HAMED
Ny2a7)AV XL HBWVIFFIAREETHNIL. I =Z—I BB ZRAVTRET S
BEDH B, NRAT—RRUS—ZERT BRI, NIST CREFERMAIH) DA
4 >« > (NIST SP 800-63 Digital Identity Guidelines) ICHRE> Z &,

FRER

if available, unique keys. (&, EIB# (PWIYX—2 v —D& SREHEIRD/IN T — Rz EHEE)
TlEH <, P edb. NATD—=R 7741 EBICA-Z—0RBEBEERAL TREFEITDCTHD EEE
ENd, CORD. TNRT—RIFERALDS5K T5DEMEOERFZR/LIVENHD. —AM
MDONy2a7ILd) XL HZWVIFAARETHNIE. IZ—UBREZHAVTRET Z2UEHLH
%, 1 LEIERLTW 3,
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https://pages.nist.gov/800-63-3/sp800-63b.html
https://pages.nist.gov/800-63-3/sp800-63b.html
https://pages.nist.gov/800-63-4/

Require_phishing-resistant multi-factor authentication (MFA) for all accounts that access
company systems, networks, and applications, including sensitive administrative access to
routers. MFA should use a combination of credentials and a phishing-resistant secondary
verification method, such as hardware-based PKI or FIDO authentication, to ensure secure
access and prevent unauthorized entry.
HBOZATL, Xy bT—=0, BLUOTFUVTr—2a>Il7I0€RT3. IRTDTHY
VB2 AOKREMOSVWERT VLRI LT 24 v Y IADMEZHED
FEREE (MFA) ZWEE T3 8. MFAIR. REBT IV ERAZBRL. RERRBAZR
STedd. FREHER (VLTYovIl) & N—RITT7R—IXDPKIX FIDOFREE% & D
T4 MO HZRDREFZE RIOER) L Z2lAEHLETERAIRETTH S,

As part of a broader identity and access management policy, use local accounts only for
emergencies and change the passwords after each use. Verify that each use was authorized
and expected. For everyday management of network infrastructure, use a centralized AAA
server that supports multi-factor authentication requirements; however, ensure the AAA server
is not linked to the primary corporate identity store.
SHENLBRDE LUV T7IVERABER) D —D—RE LT, O—AILTAHT Y MIBRRFOAIC
ﬂ%bsﬁ%&Mﬂ@%?AZU FeEEITBHL, TOFAICEALT. FIATSC tﬁ
e, BESNIHDTHEINZHER I DL XY NT—IA VT SOHENRE
= %gimunl-f (MFA) HHIR— I‘j%q:'g&%%i@AAA (l:ul..\u . BaAl. 7]'7/7_’(/
) B—N—%FETBE L. 7=fEL. TDAAAH — A—H\ﬁﬁwigﬁDEEDX%A
CIHEBESELV K,

Limit session token durations and require users to reauthenticate when the session expires.
Tyl a hb—U OBWHRZFEL. Ty 3> ORERYNEICIGE I — — Bz
ERIBZ .

o Conduct audits to determine the standard session duration for each role to implement
session expirations.

o tyIarOBEMPRZEYICHRET B, & (O—-JL) JCIZEENLTEY
L aVKEZRET B HDER %%#?ébto

Implement a Role-Based Access Control (RBAC) strategy that assigns users to a specific role
with defined and inherited permissions to better control and manage what users can do.
A—H—HERITTET Mz BYICKHIE L SCICEET 57, RBAC (O—ILR=X - F7¥
T X)) BEREEAL. ERAAD OMEASNIHERZHEIFEOO— /L2 1—F—ICH
DYETBT Lo

Remove any unnecessary accounts and periodically review accounts to verify that they
continue to be needed. Apply the principle of least privilege to make sure accounts only have
the minimum permissions necessary to complete their tasks. Additionally, continuously
monitor accounts in use.

RERTATY MIHBRL. FENICTHD Y M EE L TREN BV ES 2RI S C
o RIROIERZMNETRRAZEA L. BT HV Y FHOEBEXITICHELRRIEBRDMER
DHEBTDLIICRET DL, Flew FRAPFDTHTY MIDOWTIIENICERT S
C&o
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https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf

Cisco-Specific Guidance, />~ X AREAITHA A > X

Organizations in the communications sector should be aware that the authoring agencies have
observed Cisco-specific features often being targeted by, and associated with, these PRC cyber
threat actors’ activity. To address the risk of exploitation by these specific threat actors, the authoring
agencies urge organizations to apply the following hardening best practices to all Cisco operating

systems. For additional information, see Cisco’'s |OS XE Hardening Guide and_Guide to Securing

NX-OS Software Devices.

AHAR Y ZOHEMEBOERICK S &, CiscoEBEDHEEIZ. FEARHME (PRC) BEEDY
AN—BRTIX—DODEENBDSNZEFHDERIENE B> TWVWD, BEDFICHDHDIEE
FCDRICEEINRETTH D, cNODFHEDBRT IVRZ—ICEDER) A VICHULT 370
IS AHAHA Y ZOBEKREIE. TRTDCiscoDARL —FT 4 VIV AT LIS L. UTDOERE
£ ON=RZ=Z>9) ORRANTS VT4 A%ZBEBIT D@ #Ed 3, FFHICOVTIE.
Cisco® MNOSXEN—RZVFHAR] &V INX-OSY T I I PTNARADEF 2 ) T 1 FE
RAACE) #BBOZ K,

Disable Cisco’s Smart Install service using no vstack.
“no vstack” AV > R%FIF L T. Cisco Smart Installtf —E X EMICT S o

If not required, disable the guestshell access using guestshell disable for those versions which
support the guestshell service.

FTARDTIWH—EREHR—FT23N=2a3 2BV TE. BELIRITNUIX. "guest shell
disable” AV FZFERALTT AN TIILDEBEZEMNICT D C Lo

Disable all non-encrypted web management capabilities. If web management is required,
configure servers in compliance with vendor recommended security settings and software
images.

EEEETNTUVWARWD T TEERKEEIIINTEMICT I L, YV JEENRERGEIR.
RNUA—DHRTZEF a2V TARESSIVOV I T T7N=D3VIE->T. (VT8
IBEETIRMT2) Y—N—ZHBRIT B,

o Always disable the underlying non-encrypted web server using no ip http server. If web
management is not required, disable all of the underlying web servers using no ip http
server and no ip http secure-server.

o BETEHBLTWVWS (CRATLICHEMAFEFNT) BSEInhTLWAELWI T TH—/N—
I&. "noip http server” X > FZFERAL TRBICEMICT I, 7z JEEKERR
HNARETHNIE. "noip hitp server” & T "no ip hitp secure-server” DAY > K%
RITL. IRTOV T TH—N—HEEEFENICT B o

Disable telnet and ensure it is not available on any of the VTY lines by configuring all VTY
stanzas with transport input ssh and transport output none.

telnet ZERL L. IRTOREBTLRA T (VTY) EFDERTE T "transport input ssh” & &
U "transport output none” ZIBET B Z EICK D VIYEHEOWLWITNH S Htelneth F|BTE
BWKSICHERT B C Lo
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https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/220270-use-cisco-ios-xe-hardening-guide.html
https://sec.cloudapps.cisco.com/security/center/resources/securing_nx_os.html
https://sec.cloudapps.cisco.com/security/center/resources/securing_nx_os.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/220270-use-cisco-ios-xe-hardening-guide.html
https://sec.cloudapps.cisco.com/security/center/resources/securing_nx_os.html
https://sec.cloudapps.cisco.com/security/center/resources/securing_nx_os.html

e To securely store passwords on Cisco devices, organizations should:
o JROAMDTNARIINAT—RZRLIIREFETZ7OHIC. BBIFROZCZEHEINRET
Hdo

o Use Type-8 passwords when possible.
AIRE TH L. Type-8 DINXT—R%EZFIHTZ &,

o Avoid use of deprecated hashing or password types when storing passwords, such as
Type-5 or Type-7.

o Type-5%Type-7H Y. FEHED/N\v > a2 FIIZNRT—REA THE/INRT— RR1EH
ICERALAEWVC

o If supported, secure the TACACS+ key as a Type-6 encrypted password.
o BR—FINTWLBIFEIE. TACACS+D#E% Type-6 CEESILINI/NIT—RLL
TRL2ICHFRET B Lo

e GE

Type-0 : X

Type-4 . PBKDF2 (Password-Based Key Derivation Function version 2)

Type-5 : MD5/\vy > a2 7)L3) X L

Type-6 : 128w FAES (REEES1L)

Type-7 : REATNTWSEIHD#EZ BLWCEBEMART7ILT 7R w ME#EIC K % Vigenerelg 5

Type-8 : PBKDF2. SHA-256. 80t w kYL k. 20,000EIDREEZFEAL/NY> 2T 3
BEE7)ILdU XL

Type-9 : SCRYPT/\w>a7I)ILdUX LA

Table: Cisco password types

alge pe A D 0 A elrali eve - eCO e [lc O

Type 0 Immediate Critical Do not use
Type 4 Easy Critical Do not use
Type 5 Medium Medium

Type 6 Difficult Low

Type 7 Immediate Critical Do not use
Type 8 Difficult Low Recommended
Type 9 Difficult Low

SE#AIZ. NSA: Cisco Password Types: Best Practices #8BDZ &
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https://media.defense.gov/2022/Feb/17/2002940795/-1/-1/1/CSI_CISCO_PASSWORD_TYPES_BEST_PRACTICES_20220217.PDF

Incident Reporting,” 1 > 57> MRS

U.S. organizations: If suspicious activity is identified, contact your local FBI field office or the
FBI's Internet Crime Complaint Center (IC3). Cyber incidents can also be reported to CISA by
calling 1-844-Say-CISA (1-844-729-2472), emailing report@cisa.dhs.gov, or reporting online
at_cisa.gov/report. For NSA client requirements or general cybersecurity inquiries, contact
Cybersecurity Requests@nsa.gov.

KE : BOLWEBZRELIHBE. REDDEBIZEFIFEBIA v 2 —2 v MEEEEL
vA2— (IC3) ICERTBI L. TAN—1 2> T b, 1-844-Say-CISA (
1-844-729-2472) |ZEZET B\, report@cisa.dhs.govic X— L% X{EF S\ cisa.gov/report
TDA YT VIBEICED, CISAICRETEEHTES. NSADY S 7> FEHFTI
—MRBRTAN—tEF a2 )T ICBETEEMUVEHEIFE. Cybersecurity Requests@nsa.gov
IEIRT B C Ko

Australian organizations: Visit cyber.gov.au or call 1300 292 371 (1300 CYBER 1) to report
cybersecurity incidents and access alerts and advisories.

F—=RALZVT7 i HAN—tEFa) T4 T Y FDORE. BLUVT T7— EXREIEADT
7€ ZIZDWTIZE. cybergov.aull 77t X 9§ 3hH\ 1300292 371 (1300 CYBER 1) (CEFE
£

Canadian organizations: Report incidents by emailing CCCS at contact@cyber.gc.ca.
A+ A  CCCS (contact@cyber.gc.ca) ICX—ILTA T b EREXT,

New Zealand organizations: Report cyber security incidents to incidents@ncsc.govt.nz or call
04 498 7654.

Za—J—SYR BAN—tEFa1UT 14 >>T > ;% incidents@ncsc.govt.nz ICERE T
Bh\. 04498 7654ICBFEE T

At

BAN—EF2 )T 020272 FOREIF. BEDEESNIBROISERKR LTI,
BARDZEICIF. ROFEREFTADIRSE « HARZHRFTL T RLTEL,

MW ITBUEANBRLIBHEEREC X2 U T2 —
PAN—tFa) 7 B - BHERO—E
https://www.ipa.go.jp/security/support/soudan.html

— it EEAJPCERTO—7F 1 *—3> 3 >t > &% —(JPCERT/CC)
12TV MRS KEE

https://www.jpcert.or.jp/form/
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http://fbi.gov/contact-us/field
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Secure by Design,/£F 27 « /N1 « THA1 Y

The authoring agencies urge software manufacturers to incorporate secure by design principles
into their software development lifecycle to strengthen the security posture of their customers.
Software manufacturers should prioritize secure by design configurations to eliminate the need for
customer implementation of hardening guidelines. Additionally, customers should demand that the
software they purchase is secure by design. For more information on secure by design, see CISA’s
Secure by Design webpage. Customers should refer to CISA's Secure by Demand guidance for
additional product security considerations.
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https://www.cyber.go.jp/pdf/policy/kokusai/Provisional_Translation_JP_Principles_Approaches
for_Security-by-Design-Default_October.pdf
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CISA:_Cross-Sector Cybersecurity Performance Goals

Joint Guide: Best Practices for Event Logging and Threat Detection

NSA: Network Infrastructure Security Guide

NSA, CISA, and FBI:_ People’s Republic of China State-Sponsored Cyber Actors Exploit

Network Providers and Devices

NSA: Hardening Network Devices

NSA:_Performing Out-of-Band Network Management

NSA:_Cisco Password Types: Best Practices

NSA:_Cisco Smart Install Protocol Misuse

CCCS:_Cryptographic Algorithms for UNCLASSIFIED, PROTECED A, and PROTECTED B

Information — ITSP.40.111

o NIST: Special Publication 800-52: Guidelines for the Selection, Configuration, and Use of
Transport Layer Security (TLS) Implementations

e NIST: Special Publication 800-77: Guide to IPsec VPNs
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https://www.cyber.gov.au/sites/default/files/2024-08/best-practices-for-event-logging-and-threat-detection.pdf
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https://media.defense.gov/2020/Aug/18/2002479461/-1/-1/0/HARDENING_NETWORK_DEVICES.PDF
https://media.defense.gov/2020/Sep/17/2002499616/-1/-1/0/PERFORMING_OUT_OF_BAND_NETWORK_MANAGEMENT20200911.PDF
https://media.defense.gov/2022/Feb/17/2002940795/-1/-1/1/CSI_CISCO_PASSWORD_TYPES_BEST_PRACTICES_20220217.PDF
https://media.defense.gov/2019/Jul/16/2002157833/-1/-1/0/CSA-CISCO-SMART-INSTALL-PROTOCOL-MISUSE.PDF
https://www.cyber.gc.ca/en/guidance/cryptographic-algorithms-unclassified-protected-protected-b-information-itsp40111
https://www.cyber.gc.ca/en/guidance/cryptographic-algorithms-unclassified-protected-protected-b-information-itsp40111
https://doi.org/10.6028/NIST.SP.800-52r2
https://doi.org/10.6028/NIST.SP.800-52r2
https://doi.org/10.6028/NIST.SP.800-77r1
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The authoring agencies do not endorse any commercial entity, product, company, or service,
including any entities, products, or services linked within this document. Any reference to specific
commercial entities, products, processes, or services by service mark, trademark, manufacturer, or
otherwise, does not constitute or imply endorsement, recommendation, or favoring by the
authoring agencies. Additionally, the information in this document is provided “as-is” and without
warranties or representations of any kind. The users of this information shall have no recourse
against the authoring parties for any loss, liability, damage or cost that may be suffered or incurred
at any time arising from the use of information in this document, including but not limited to loss of
data or interruption of business.
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